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	Reason for change:
	The description of data-type encryption policy in Clause 5.9.3.3 is not aligned with that in Clause 13.2.3.2. Specifically, Clause 5.9.3.3 does not define whether “Authorization token” shall be encrypted. We have to align the content in Clause 5.9.3.3 and Clause 13.2.3.2, and make it clear which data-types shall be encrypted.

	
	

	Summary of change:
	[bookmark: _GoBack]We add “Authorization token” in Clause 5.9.3.3 to make it clear that Authorization token shall be encrypted.


	
	

	Consequences if not approved:
	People will be misled by data-type encryption policy in Clause 5.9.3.3.
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*** BEGIN OF CHANGES ***
[bookmark: _Toc19634599][bookmark: _Toc26875658][bookmark: _Toc35528408][bookmark: _Toc35533169][bookmark: _Toc45028511][bookmark: _Toc45274176][bookmark: _Toc45274763][bookmark: _Toc51168020][bookmark: _Toc129956257]5.9.3.3	Protection of attributes
[bookmark: _Hlk132990261]Integrity protection shall be applied to all attributes transferred over the N32-f interface.
Confidentiality protection shall be applied to all attributes specified in SEPP's Data-type Encryption Policy (clause 13.2.3.2). The following attributes shall be confidentiality protected when being sent over the N32-f interface, irrespective of the Data-type Encryption Policy:
-	Authentication Vectors.
-	Cryptographic material.
-	Location data, e.g. Cell ID and Physical Cell ID.
-	Content of SMS in case of SMS over SBI over N32.
-	Authorization token
The following attributes should additionally be confidentiality protected when being sent over the N32-f interface:
-	SUPI.
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